Please Print the below indicated information:

Rank: ________________________   Social Security #: _____________________________

First Name: ________________________   Middle Initial: ___________________________

Last Name: _______________________________________________

Company / Section: ___________________________________________________________

Billet: ______________________________________________________________________

Work Phone #: _____________________________   Projected Rotation Date: ___________________

Do you have a prior DOD email account still in use?           YES / NO


For Admin Use Only



Do Not Write Below This Line


Date Requested: _____________________________
  Date Completed: ____________________________

Network User ID: _____________________________  Exchange User ID: _________________________

PKI Certificates:   already has  /  does not have
Date Submitted for: __________________________

	Profile / Batch File
	Network Groups Assigned
	Special Network accesses / privileges
	Exchange Distribution Lists

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


· When completed, retain and file as required.


Check Out

Check Out Date  _____________________
Date To Remove Account   _____________________

Does user need email dropped to .pst file


YES / NO

Did User have a 3270 BBMS Account?


YES / NO

 - If yes, has the account been transferred to replacement?
YES / NO

ADP USER BRIEFING STATEMENT

From:  __________________________________________________________________


RANK

NAME


SSN


SECTION
To:  
Commanding Officer

Via:  
Information System Management Officer 
(ISMO)


Information Systems Coordinator

(ISC)

Subj:
ADP USER BRIEFING STATEMENT

1. This is to certify that I have been briefed and fully understand the following ADP requirements.

a. I am aware of copyright laws that prohibit unauthorized duplication of software products.

b. I am aware that daily and weekly backups of working files are to be performed by each section.

c. I understand that all backups are maintained in an area separate from the master storage media and safe from environmental hazards.

d. I am aware that restore procedures are tested periodically to ensure backup procedures are adequate and that rotation of the storage media used to hold backup information is required.

e. I understand that diskettes are to be stored in protective jackets or containers.

f. I further understand that diskettes are to be protected from contact with magnetic fields and direct sunlight.

g. I understand that proper cleaning and preventive maintenance is to be performed on all computers.

h. I understand that the area around all computer equipment will be kept in a good state of police.

i. I agree not to smoke, eat, or drink around computer equipment.

j. I am aware that each suite of computer gear has a surge protector.

k. I understand that only authorized equipment is plugged into a computer surge protector.  (i.e.  NO FANS, RADIOS, COFFEE POTS, ETC…)

l. I am aware that access lists are posted for after hours access to all classified computers.

m. I am also aware that computer security checklists are posted near all classified computers.

n. I understand that magnetic media and computer equipment that process classified data are to be properly marked according to the level of security classification.

o. I fully understand that under no circumstances will a computer used for processing classified data be connected to an unclassified system or unclassified network.

p. I understand that all diskettes/CD’s/hardware must be color coded according to their level of classification.  Unclass – Gray, Black, White or Green.  Confidential – Blue.  Secret – Red.  Top Secret – Yellow.

q. I am aware that privately owned PC’s are to be used only after authorization from the Commanding Officer has been obtained.

r. I fully understand that only government produced/developed software systems and CG authorized shareware/freeware are to be utilized.

s. I understand that privately owned software/games are not authorized.

t. I understand that diskettes and CD’s are to be properly labeled.

u. I further understand that all diskettes and CD’s are to be scanned before use on a PC.

v. I am aware that the proper procedures for reporting a virus are to disconnect from the LAN and notify the ISC immediately.
w. I understand that PC software is to be installed only after authorization is obtained from the ISMO/ISC.

x. I understand that the Local Area Network is an unofficial UNCLASS system and is not to be used except for Official Government Business.

y. I understand that my LAN password is “For Official Use Only” and is not to be shared.  Sharing passwords is a UCMJ Offense.

z. I understand that the AUTOEXEC.BAT or CONFIG.SYS files are not to be changed or manipulated in any way without the knowledge and consent of the ISC/ISMO.

aa. I understand that computer components (i.e.  CPU, monitor, printer, etc…) will not be moved or removed from their present location without the knowledge and consent of the ISC/ISMO.








______________________________









SIGNATURE

ELECTRONIC MAIL (E-MAIL) POLICY

STATEMENT OF UNDERSTANDING FOR NEW E-MAIL USERS

The following information regarding the use of E-Mail within MCCSSS is to be presented to all personnel joining the command who require access to the LAN.  Refer to Marine Corps Order 5271.4A/B for amplification.

1.  I have read and understand that

a. Government E-Mail systems are for official and authorized use.  A limited amount of personal E-Mail is authorized for morale, health and welfare.

b. Government E-Mail systems will not be used for the transmission of the following:  chain letters, unauthorized or illegal software, games, hate mail, and material considered to be pornographic in nature or content.

c. Personnel aware that government E-Mail systems are being used to transmit material listed in item 2 above should immediately report the incident to the ISMO or their ISC.

d. Communications via E-Mail are considered part of the official record.  As such, users should have no expectations of privacy.  This applies to individual, section, and organizational mailboxes as well as network share drives.

e. Personnel will take steps necessary to safeguard classified information:  classified messages will not be transmitted via an unclassified E-Mail system.

f. The user will safeguard individual E-Mail accounts.  ACCOUNT PASSWORDS WILL BE CHANGED AT LEAST EVERY 90 DAYS.  Passwords should be chosen with care utilizing an unlikely combination of alphabetic and numeric characters as well as punctuation.  Passwords will not be written down.

g. Personnel authorized an individual mailbox will aggressively monitor the mailboxes, deleting or filing messages to diskette or a personal folder as they come in to ensure that the mailbox does not reach its limit.  The mailbox limit is based on rank and billet.  Personnel who habitually exceed their mailbox limit will be subject to loss of account privileges.

I have read and understand the information presented above.

Sign__________________________

Section_____________________________

INTERNET ACCESS AGREEMENT

Internet User_____________________________________________________________



(NAME)





(ORGANIZATION)


I hereby acknowledge I am being granted access to the INTERNET for authorized U.S Government use only and I will not access the INTERNET via a Marine Corps computer for any prohibited purpose.  Prohibited uses include, but are not limited to:

· Illegal, fraudulent, or malicious activities.

· Partisan political activity, political or religious lobbying or advocacy of activities on behalf of organizations having no affiliation with the Marine Corps or DoD.

· Activities whose purposes are for personal or commercial financial gain.  The activities may include chain letters, solicitation of business services, or sale of personal property.

· Unauthorized fundraising.

· Accessing, storing, processing, displaying, or distributing offensive or obscene material such as pornography and hate literature.

· Obtaining, installing, or using software obtained in violation of the appropriate vendor’s patent, copyright, trade secret or license agreement.

· Sharing of INTERNET accounts

· Storing, accessing, processing, or distributing classified, proprietary, sensitive or “For Official Use Only”  (FOUO) information.

I understand and acknowledge that engaging in the prohibited activities listed above may result in administrative, disciplinary, or legal action being taken against me including criminal prosecution.


I understand the INTERNET usage at Marine Corps base is routinely monitored to prevent unauthorized or prohibited usage, criminal activity, and violations of security regulations.  All information including personal information, placed on or sent over this system may be monitored.  During monitoring, information may be examined, recorded, copied and used for authorized purposes.  Evidence of unauthorized use collected during monitoring may be used for administrative, criminal, or other adverse action.  My use of this system constitutes consent to monitoring for these purposes.
____________________________________
____________________________________

Signature of Witness, Title, Date



    Signature of User, Date

STATEMENT OF UNDERSTANDING
1.    This is a Department of Defense computer system. This computer system, including all related equipment, NETWORKS AND NETWORK devices (specifically including INTERNET access), are provided only for authorized U.S. Government use.  INT:____

2.    DoD computer systems may be monitored for all lawful purposes, including to ensure that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security procedures survivability and operational security. Monitoring includes active attacks by  authorized DoD entities to test or verify the security of this system. During monitoring, information may be examined, recorded, copied and used for authorized purposes. All information including personal information, placed on or sent over this system may be monitored. INT:____

3.    Use of this DoD computer system, authorized or unauthorized, constitutes consent to monitoring of this system. Unauthorized use may subject you to criminal prosecution. Evidence of unauthorized use collected during monitoring may be used for administrative, criminal or other adverse action.  Use of this system constitutes consent to monitoring for these purposes.  INT:____             

4.    Changes to this computer system's operating system or it's applications is unauthorized (this  includes changing screen savers, marquees, batch files, configuration statements, etc.).  If changes are required, they will be performed by authorized personnel only.  Student personnel are not authorized personnel.  Unauthorized changes may subject you to criminal prosecution. Evidence of unauthorized changes may be used for administrative, criminal or other adverse action. INT:____

5.    If problems or errors occur, contact the class instructor who will call for or provide technical support.   Do not attempt to remedy the situation yourself.  You are not authorized to make any changes to this computer system other than as instructed. INT:____

6.   I have read and understand this statement of understanding.  I also understand that unauthorized use or changes to this computer system may subject me to criminal prosecution. Evidence of unauthorized use or changes may be used for administrative, criminal or other adverse action. Use of this system constitutes consent to monitoring. INT:____

SIGNATURE:________________________________    DATE________________________

NAME:_____________________________________     SSN:_________________________  

LOGIN ID:_______________

(REFERENCE: DOD GENERAL COUNSEL MEMO, DATED 27 MAR 1997 APPLIES) 

POWER OFF SYSTEM NOW IF YOU DO NOT ACCEPT OR AGREE WITH THE

PROVISIONS OF THIS STATEMENT OF UNDERSTANDING
Ticket:      
	NMCI Rec’d Call: 
	     
	

	Date:

 
	     
	Time:
	     


Account/Exchange New User Setup

Rank:      
Last Name:      
First Name:      
Middle Initial:      
Username:      
Building/Address:      
PSC Box:      
Location/Base:      
City:      
Zip:      
Billet Description:      
Unit:      
Section Platoon:      
DSN Phone:      
Name of peer:      
Notes:

     
	POC: 
	     
	POC PHONE:
	     

	

	Date Closed:
	     
	Time Closed:
	     
	Closed By:
	     

	NMCI Tech:
	     
	
	
	


Several examples for each:

Titles: Budget Ground Clerk, ISMO NCO, Sgt. Major, TBS-S3

Companies: 2dMAW, MCB LeJeune, 4thMarine Div, Training Command

Departments: MWHS-2, SOI East,  H&S 2/24, C474

Offices: Comptroller, S4, ISMO, H&S 2/24, TBS
