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Troubleshooting Automated Processes
The Collection Server Security Certificate is installed with the UD/MIPS CD. However, it can expire, become overwritten with bad data, or be deleted by a number of different sources, such as the Network Operations Center (NOC), the Marine Corps Information Technology and Network Operations Center (MITNOC) or the user. If this happens, the RUC Server will not be able to connect with the Collection Server. Therefore, no connection can be made to submit diaries, receive TRECONs or receive EDFRs. All Collection Server Managers should check their Security Certificates on a regular basis. This should also be one of the first steps in troubleshooting, prior to contacting your MISSO/MISSA.

Before Calling MISSO/MISSA

The following steps need to be taken prior to calling your local MISSO:

1. Ensure the server is turned on and UD/MIPS is loaded.

2. Ensure the Server name has not changed from the original request. If it has changed, a new request must be submitted after the old request is deleted. Contact MISSO.

3. Ensure that you can connect to the Collection Server Website – https://udmips.kct.usmc.mil.

· Verify that the Browser is using 128-bit encryption.

· If you cannot connect, try connecting from another computer.

· If another computer can connect, then reload the security certificate.

· Ensure the security certificate was loaded to the Trusted Root Certification Authorities/Local Computer on the Server.

· If a connection still cannot be established, contact your local G-6 for connectivity/firewall issues.

· Verify with the G-6 that Port 443 is not restricted.

· Ensure that most current patch/updates have been applied recently. If they have been, then contact MISSO.

4. Refer to other applicable topics.

5. Call MISSO and request a RUC/Collection Server Information spreadsheet to complete.

Security Certificates

It has been identified that from time to time the security certificate that the Collection Server uses can expire, become overwritten with bad data, or deleted by a number of different sources (ISC, G6, NOC or MITNOC, User). When this occurs the RUC Server will not be able to connect with the Collection Server. Therefore no connection can be made to submit diaries, receive TRECONs or receive EDFRs. All Collection Server Managers need to check their Security Certificates on a regular basis. If a problem is found then reload the certificate. See the Security Certificates section.

Port 443/Firewall Issues

This port must be open for units prior to requesting authorization to use the process. Many “Time Out” issues are associated with Firewall restrictions on Port 443. If you receive a valid Security Alert but red x’s appear on the certificate when viewing, a firewall issue may exist. Contact your local G-6 to resolve before attempting to gain access.

Server Computer Name

Only one RUC can be authorized to use the Automated File Transfer and Reconciliation Process. Therefore, during the authorization process the computer name is captured and stored within a table inside UD/MIPS that the Collection Server validates. If the Collection Server does not recognize the computer name, it will not allow a connection to be made. The MISSO should reject the unit and the unit should initiate a new request from the new computer.

128 Bit Encryption

The browser must be using 128-bit encryption to be able to connect to the Collection Server. Your unit can check their encryption as follows:

· From your Internet Browser Help menu, choose About Internet Explorer. Cipher Strength should equal 128-bit.

If the Server/Workstation does not have 128-bit encryption, then it must be updated in order to make the connection. Do not assume that just because the browser is IE 5.5 that the workstation is using 128-bit. On Windows 2000 a patch is needed to upgrade the operating system to 128-bit. The browser and workstation both must be 128-bit.

Microsoft Website: http://www.microsoft.com/windows/ie/downloads/recommended/128bit/default.asp
Internet Explorer 5.5 includes 128-bit encryption. If you already have Internet Explorer 5.5 installed, you do not need to upgrade your browser with the Internet Explorer High Encryption Pack. If you are running Windows 2000, installing Internet Explorer 5.5 will not change the current level of encryption on your computer, you will need to install the Windows 2000 High Encryption Pack.

Unit Diary Size Limitation

Although there is a size limitation of 9,999 transactions that can be processed on the mainframe, there is also a size limitation for MQ Series. Couriers should not exceed 4,000 when sending diaries through the Collection Server. If your unit does large diaries, you should manually upload it through Host of Demand. In addition, you should manually delete it from the remote courier tab.

G-6 Involvement

The local G-6/NOC needs to be made aware that the Collection Server utilizes Internet Port 443 to send and receive data. Units that have established a good relationship with the G-6 seem to experience less or no problems with the Collection Server. Due to filters/restrictions that are put on Port 443, large couriers can time out and prevent other couriers from being sent (RUC Server Issue).

Server Not Correctly Configured

Ensure that the C:\ drive is installed with only the operating system.

Ensure UD/MIPS along with ORACLE are installed on a drive other than C:\. 

Do not install ORACLE or UD/MIPS on the C:\ drive.

If this is not the current setup, it is recommended that you fix the configuration prior to requesting access. UD/MIPS, DBUM, and ORACLE are three separate applications that use a lot of the server resources. Therefore, no other application should be on the server. See the Installing the Server help topic.

ELSIG Privileges Not Set

If you do not have the ability to remotely administer the process, then the ELSIG privileges have not been set. In order for managers to remotely manage the Automated File Transfer and Reconciliation Process, the ECO must assign the following ELSIG privileges to the User: Turn On/Off Scheduled Events and Remote Exec of Scheduled Events. If these privileges are not set, then all management must be done from the Server. See the ELSIG Default Privilege Management help topic.

Request for Approval stays in Pending Status

You must check the status from the Server to see if the request has been approved. It will not update unless you physically log into the Server. This is the only way to go from pending to approved. See the File Transfer Service help topic. 

Security Certificates
Security certificates, also called digital passports, digital IDs or public-key certificates, are special files that identify a computer. Security certificates allow the computer to send and receive encrypted information. Certificates are issued by certificate authorities, which are companies that set up and sell these IDs. Each certificate is “signed” by the authority that created it, and it contains information about when it was created and its owner.

How Do I Get Here?

· From your Internet browser window, type the URL https://udmips.kct.usmc.mil in the website address box. Press the Enter key. The Security Alert (1) window opens.
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To Check for a Successful Connection

1. From the Security Alert (1) window, choose OK. The Security Alert (2) window may open.
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2. Choose Yes. The UD/MIPS Collection Server Successful Connection window opens.
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3. Using the mouse, choose the padlock in the lower right section of the UD/MIPS Collection Server Successful Connection window. The Certificate window opens on the General tab. Other information is available on the Certification Path tab.
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4. If the certificate is expired, not valid or has a red x, then it must be reloaded. Follow the procedures in the To Install the Certificate section.

OR
1. From the Internet browser window, type the URL https://udmips.kct.usmc.mil in the website address box. Press the Enter key.

2. From the Tools menu, choose Internet Options. The Internet Options window opens.

3. From the Content tab, choose Certificates. The Certificates window opens.

4. Choose the Trusted Root Certification Authorities tab. The following information is displayed: Issued To, Issued By, Expiration Date, Friendly Name.
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5. Select the certificate for IAD Development, then choose View. The Security Certificate is displayed.

6. If the certificate is expired, not valid or has a red x, then it must be reloaded. Follow the procedures in the To Install the Certificate section.

To Install the Certificate

1. Do one of the following:

· From the Certificate window, General tab, choose Install Certificate. The Certificate Import Wizard (1) window opens.

· From the Security Alert (2) window, choose View Certificate. The Certificate Import Wizard (1) window opens.
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2. Choose Next. The Certificate Import Wizard (2) window opens displaying Certificate Store information.
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3. Select Place all certificates in the following store. Then choose Browse. The Select Certificate Store window opens.
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4. Do the following:

a) Check the Show physical stores box.

b) Expand Trusted Root Certification Authorities, then select Local Computer.

c) Choose OK. You return to the Certificate Import Wizard (2) window with the Certificate store location displayed.
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5. Choose Next. The Certificate Import Wizard (3) window opens displaying completion information.
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6. Choose Finish. The Certificate Import Wizard (4) window opens displaying a successful import message. 
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7. Choose OK. You return to the Certificate window.

8. Choose OK. You return to the UD/MIPS Collection Server Successful Connection window.

9. From the File menu, choose Close to exit your Internet browser.

To Verify a Successful Certificate Install

1. From your Internet browser window, type the URL https://udmips.kct.usmc.mil in the website address box. Press the Enter key. The Security Alert (1) window opens.

2. Choose OK. The UD/MIPS Collection Server Successful Connection window opens.

Note: The Security Alert (2) window does not open because the problem has been resolved.
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3. From the File menu, choose Close to exit your Internet browser.
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