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STUDENT OUTLINE

SAFEGUARD PERSONAL INFORMATION

LEARNING OBJECTIVES

Terminal Learning Objective.  Given a completed Service Record  (SRB/OQR), access to computer records, a request for information, and references, safeguard personal information per MCO P1070.12, MCO P1080.40, and in compliance with the Privacy Act of 1974 (MCO P5211.2). (0151.07.07)

Enabling Learning Objectives. 

1.   With the aid of references and given privacy act situations, determine what information is releasable on military personnel, in accordance with the references. (0151.07.07a)

2.   With the aid of references and given privacy act situations, determine what information is releasable on civilians, in accordance with the references.  (0151.07.07b)

3.   With the aid of references and given privacy act situations, determine which situations are exempt as releasable information, in accordance with the references. (0151.07.07c)

4.   With the aid of references, determine the two officials authorized to deny individual requests for notifications, in accordance with the references. (0151.07.07d)

5.   With the aid of references, cite the four items required on a record of disclosure, in accordance with the references. (0151.07.07e)

OUTLINE
1.  PRIVACY ACT BACKGROUND.  





    a.  In recent years, both in and out of government, there has been a vast increase in the amount of data collected on individuals.  

    b.  In part, the rapid growth of computer technology magnified the problem and increased the potential to violate the individual’s privacy.

    c.  Although it appeared we had sufficient safeguards to protect the individual, there were flagrant misuses of the data, which in some cases were used to harm individuals.  

    d.  As a result, Congress saw the need to reassert the constitutional rights of an individual.  Hence the enactment of the Privacy Act (P.L. 93-579).    

2.  PRIMARY FEATURES.  

    a.  The two primary features of the Privacy Act is to provide safeguards against any invasion of personal privacy.

    b.  To enable individuals to gain access to records pertaining to themselves.

3.  APPLICABILITY.  

    a.  The Privacy Act is applicable to only Federal agencies within the Executive Branch of Government to include the military.

    b.  Any commercial contractors hired to accomplish a Government mission and who maintains or access files containing personal information.

    c.  Systems of records where information is retrieved by a personal identifier, such as the name, social security number, fingerprint, photograph, etc..

4.  RELEASABLE INFORMATION.  There are certain items of information, which are releasable to the public without invading an individual’s privacy.  

    a.  Releasable Information for Military.

        (1) Name.

        (2) Grade.

        (3) Date of rank.

        (4) Duty status at any given time.

        (5) Present and past duty station (*).

        (6) Future assignments officially established (*).

        (7) Office or duty telephone numbers (*).

        (8) Source of commission.

        (9) Attendance at professional and military schools (major area of study, school, year of graduation and degree).

        (10) Promotional sequence number.

        (11) Decorations and medals.

    b.  The items listed above are not all inclusive of information that may be releasable.  (*) Units that are stationed in foreign territories, routinely deployable or sensitive can constitute a clearly unwarranted invasion of personal privacy.  

        (1) Disclosure of such information poses a security threat to those service members because it reveals information, such as degree of involvement in military actions in support of national policy, and their absence from their households.  

        (2) Release of such information can aid the targeting of service members and their families by terrorists or other persons opposed to implementation of national policy.

    c.  Releasable Information for Civilians.

        (1) Name.

        (2) Present and past position titles.

        (3) Present and past grades.

        (4) Present and past salaries.

        (5) Gross salary.

        (6) Present and past duty stations (which includes room numbers, shop designation, or other identifying information regarding buildings or places of employment).

5.  RIGHTS AND RESPONSIBILITIES.  

    a.  The Privacy Act requires that you be entitled to know just what records are being maintained on you.

    b.  Expectations that no unauthorized information will be used to make unfair determinations.  

    c.  Records gathered for one purpose cannot be used for another without your consent.  

    d.  You can review your records at any time.

6.  EXEMPTED RECORDS.      

    a.  Under certain circumstances, all or portions of a file may be withheld from you but only to the extent that the release of the data may:

        (1) Damage to national security.

        (2) Impede a law enforcement activity.

        (3) Reveal the identity of a confidential source.

    b.  There are certain categories of information, which are subject to either a general or specific exemption.

        (1) General exemption categories apply to information maintained by either the CIA or compiled for criminal law enforcement purposes.  The Marine Corps has claimed this exemption for the Base Security Incident Reporting System.

        (2) Specific exemption categories relate to such files as those classified for nation defense.  Investigations compiled for law enforcement purposes or determining suitability for employment and for statistical research.  

7.  DENIAL AUTHORITY.  An official in the Marine Corps authorized either by the Secretary of the Navy or the Commandant of the Marine Corps to deny an individuals request for notification, access of amendment when the request is made under the provisions of the Privacy Act.
8.  DISCLOSURE ACCOUNTING.    

    a.  The Privacy Act cites that each individual has the right, at any time to request an accurate accounting of information disclosed about them to an agency outside of the Department of Defense.  In order for the Marine Corps to fulfill this requirement, it must keep an accurate accounting of the day (date), nature (methods of disclosure), purpose and name and address of person or agency to whom information was disclosed.

    b.  The Marine Corps must retain these accounting records for five years or the life of the record, whichever is longer.  These records must be made available at any time to the requesting individual.  This will permit you to know precisely how and what information about you is used.

9.  NONCOMPLIANCE.  There are penalties if you fail     to comply with the provisions of the Privacy Act.  You could be penalized for:

    a.  Maintaining secret data or files.

    b.  Willfully disclosing information to unauthorized personnel.

    c.  Disclosing information under false pretenses.

10.  PENALTIES.  The agency, in this case the Marine    

Corps could be sued.  The individual involved would be charged with a misdemeanor and fined up to $5,000 for a civil suit.
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